HUMBOLDT-UNIVERSITAT ZU BERLIN

OpenVPN for Android

Stand: b’30. September 2025’

1 Three-step quick guide
e Please load the OpenVPN app from Google Play.

e Download the configuration profile and import it to the OpenVPN app. Delete
old HU profiles before as necessary. section 5

e Please enter your HU-account and password.

Now you can connect to the VPN.

2 Preamble

This manual was created with Android 15 on a Pixel 3a. It is also applicable to other
Android devices and versions.
3 Prerequisites

e Access to the internet

e An HU account

4 Preparations

Download the configuration profile from the following URL: https://pages.cms.hu-berlin.
de/noc/openvpn3_installer/hu-berlin.ovpn.
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OpenVPN for Android

212 v Search the Play Store for “OpenVPN Connect” and tap
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OpenVPN for Android

5 Delete Old Configurations

If you have just freshly installed OpenVPN Connect, you can skip this section and go
directly to section 6. If you had set up OpenVPN Connect, but the HU VPN tunnel
has not been working anymore, then you should remove old configurations in OpenVPN
Connect.

1228 ZZEE  Click on the pencil icon next to the existing HU-Berlin
= Profiles 1= profile.

DISCONNECTED

open.vpn.hu-berlin.de [hu-berlin] |:|

1223 ZPLE  Now click Delete Profile for deleting the old profile.
< Edit Profile SAVE

open.vpn hu-berlin.de [hu-berlin]

Server Override (optional)

Username

HU Account

[ save password

SET CONNECT SHORTCUT

.
ADDPROXY ]
J

3/9

Benutzerberatung
Telefon: 2093 70000 letzte Aktualisierung: b’30. September 2025’

eMail: cms-benutzerberatung@hu-berlin.de Revision: b’4a48120d’



OpenVPN for Android

6 Import Configuration Profile

2519 £ < Open the app Open VPN Connect and then tap File.
= Import Profile
URL FILE
You can import atatime,

2819 £ 2 L Choose the file hu-berlin.ovpn you just downloaded.

= Search this phone

© Largefiles €D This week

BROWSE FILES IN OTHER APPS

&

Recent files H

hu-berlin. x x
D 12?‘50 PeNII', I:SZ\:Bp,nB\NNE B8

< -
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Choose OK.

Import .ovpn profile?

Do you want to import .ovpn profile from

hu-berlin.ovpn?

Cancel 0K
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12529 £ < Enter your HU-Account and then tap on ADD.

< Imported Profile

O]

Profile Name

openvpn.hu-berlin.de [hu-berlin

Username

[ save password

[ Connect after import

7 Connecting OpenVPN

52 Q £ 2 Tap on the grey slider on the left of the OpenVPN profile
= Profiles name.

DISCONNECTED

openvpn.hu-berlinde [hu-berlin
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If you did not save your password in the profile during
configuration, enter it now and tap on OK.

Enter password

Profile: openvpn.hu-berlinde Ihu-berlin]

Password

Cancel OK

253 Q 2 ¥ The first time a connection is established, you will be
asked whether you trust the application. This happens
because the application for the VPN tunnel redirects and
can modify the data traffic of the mobile device.

Open VPN Connect comes from the manufacturer of the
OpenSource software OpenVPN and is classified by us as
trustworthy:.

Tap OK.

Connection request

OpenVPN Connect wants to set up
a VPN connection that allows it to
monitor network traffic. Only accept
if you trust the source.

e appears at the top of your screen

when VPN is active.
Cancel
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11:43:50am £ 2O0LD

Select Certificate

This profile doesn't include a client
certificate. Continue connecting without
a certificate or select one from the
Android keychain?

CONTINUE | SELECT CERTIFICATE

11:44:08am & B @3 0OLD

= Profiles 1=l

CONNECTED

@ open.vpn.hu-berlinde [hu-berlin

CONNECTION STATS

5.65 KB/S ? 1.89KB/S

00:00:28 0 sec ago

Please tap CONTINUE.

OpenVPN for Android

This window shows you the successfully constructed tun-
nel. In addition, a lock symbol appears at the top of the

notification bar.

8 VPN-Connection test

Go to the page https://meineip.hu-berlin.de.
The same IP address which the OpenVPN Connect app reports when connected should
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be displayed (to be found by clicking on “More Details”). It should also show “Sie
befinden sich im HU-Netz!”. (“You are conntected to the HU network!”)

Please note that with the standard configuration, only connections to the HU network
are routed through the VPN tunnel. (Split Tunneling)

9 OpenVPN Troubleshooting

9.1 Access to non-HU pages

If you need access to external resources from the HU network, please import the config-
uration profile once again in OpenVPN Connect.

When importing, please give a name such as “HU Berlin Full Tunnel”, as username
please enter your HU account followed by @tunnel_ all.

9.1.1 No connection

If you cannot establish a VPN connection, but the Internet works otherwise, please try
the following configuration file:
https://pages.cms.hu-berlin.de/noc/openvpn3_installer/hu-berlin_alternative.
ovpn

This is required for some public wifi hotspots or in countries with a national firewall.
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