
OpenVPN under Ubuntu
Stand: b’31. Oktober 2025’

1 three-step quick guide
• Download the profile hu-berlin.ovpn

• Import it into the Gnome Network Manager (Settings, Network, VPN, +).

• Specify the username and check the box for Split Tunneling (IPv4, use this resource
only for the network).

Now you can connect to the VPN.

2 Preface
This guide was created under Ubuntu 24.04 (kernel 6.11.0-26-generic, Gnome 46).

Notice: Although this guide covers setup under Ubuntu 24.04, installation is similar
on most versions of Linux. This applies to other versions of Ubuntu as well as to other
distributions based on Debian (e.g. Linux Mint). Also distributions with other interfaces
(GNOME, LXDE, Xfce, partly KDE) work similarly.

3 Prerequisites
To use OpenVPN according to this manual you need

• access to the internet and

• an HU account.

4 Preparation
Please download the required configuration file: hu-berlin.ovpn
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5 Removing old VPN profiles
If you have already used OpenVPN, you should first remove the old VPN configuration
for the VPN setup. If you have not used OpenVPN before, go to section 6.

Open Ubuntu search and enter Settings. Click
on the icon with the label “Settings”.

Select Network from the list on the left. Then
select the OpenVPN configuration hu-berlin
VPN and click on the button with the gear-
wheel.

Click on the red button remove VPN in the
new window
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6 Import OpenVPN Configuration

Open Ubuntu search and enter Settings. Click
on the icon with the label “Settings”.

Select Network from the list on the left. Click
on the plus button.

Choose Import from file...

Select the downloaded configuration file and
click on Open.
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Enter your HU account and password.
Optional: You can change the VPN connec-
tion’s display name to “HU Berlin”.

Please click IPv4 and check the checkbox.
Hint: For reasons of performance please en-
able this checkbox. If you need access to
external pages from within the HU network,
please leave this checkbox unchecked.
Please Click Add.

7 Establish VPN connection

If you want to connect to the VPN now, click
on the network icon in the bar located on
your screen’s top edge to the right, then on
VPN. Thereupon the button should color.
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The VPN connection is now active and can
be used.
When the connection is active, a small VPN
icon is displayed in the upper right corner.

Please disconnect your VPN connection when
you don’t need it anymore!
Hint: The VPN connection is inactive, if the
small VPN symbol on the upper right is not
shown.

8 OpenVPN Troubleshooting
8.1 Access to non-HU pages
If you need access to external resources from the HU network, please import the config-
uration profile once again.
When importing, please give a name such as “HU Berlin Full Tunnel” and don’t activate
the checkbox in IPv4 -> “Use this connection only for resources on its network”.

8.1.1 No connection

If you cannot establish a VPN connection, but the Internet works otherwise, please try
the following configuration file:
https://pages.cms.hu-berlin.de/noc/openvpn3_installer/hu-berlin_alternative.
ovpn
This is required for some public wifi hotspots or in countries with a national firewall.

8.2 IPv6
If an external site that requires access from the HU network (e.g. via VPN), does
not recognize it despite full-tunnel configuration, the following information could apply.
Please test first, whether you are in the HU network.
IPv6 is not routed in the HU configurations for OpenVPN. Also, OpenVPN Connect’s
default settings don’t block IPv6. These two facts in combination lead to: that IPv6
destinations can be reached with the VPN enabled, as long as your PC has has a public
IPv6 address.
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In addition, domains with an A and AAAA-DNS record (IPv4 and IPv6) are preferably
resolved to IPv6. This causes such domains to be reached directly and not via the HU
OpenVPN tunnel, even if full tunneling is set.
You can block IPv6 so that no traffic passes the VPN tunnel in full tunnel mode:

Please open the VPN settings and navigate
to the tab “IPv6” from your HU VPN config-
uration. Set all values as shown in the figure.
Especially notice the two double dots at “Ad-
dress”.

Hint for advanced users: By this intentional missetted route all IPv6 request fail. How-
ever domain records still can be resolved to IPv6. Some applications instead of auto-
matically switch to IPv4 stubbornly try to catch the IPv6 destination. Ping is one of
them.
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